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SUMMARY 
By developing a metric for the cognitive complexity of the documents from which safety assurance has to be 
generated it may be possible to evaluate the level of confidence in the safety of a system that can be produced 
by the application of a given amount of effort.   

This paper proposes a method of evaluating the level of confidence that can be placed on a safety assurance 
process on the basis of the properties of the documentation involved and the effort applied to producing and 
understanding it.  The documentation properties in question are the complexity and scale of the documentation 
and the form of representation used. 

1 ENGINEERING IS MOSTLY DONE ON PAPER 

To engineer is essentially to generate or transform information, and engineering is a social activity involving 
collaboration and exchanges between individuals and organisations.  Engineers work primarily with their brains, 
and documentation is the medium through which the product of this work is recorded and shared with others [1]. 

Ensuring the safety of complex systems is heavily dependent on large amounts of information being shared 
among all the parties concerned, including designers, operators, safety assessors, regulators and safety 
authorities.  Documents form the principle medium of exchange of information, and there are established 
standards and guidelines for safety in systems engineering which set out requirements for what should be 
documented and by whom the documents should be reviewed and assessed. 

Figure 1 shows in a highly simplified form the design and safety assurance processes as two parallel interacting 
channels in which information is progressively transformed in successive stages.  In the design channel the 
number of documents tends to increase at each stage, with the content of each document becoming 
progressively more detailed. 
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Figure 1: Design and Assurance Documentation 

In the safety assurance channel the number of documents at each stage becomes smaller while their content 
becomes more generalised and synoptic, leading in some cases to a formal certificate.  For systems not subject 
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to formal certification, the ‘certificate’ shown in Figure 1 can be taken to represent the decision by the user to 
bring the system into service. 

The main strategies adopted for the elimination of errors are based on comprehensive documentation of every 
stage in the process, combined with independent verification and validation of all documentation.  For railway 
signalling and control systems these strategies are codified in a group of standards produced by the European 
Committee for Electrotechnical Standardization (CENELEC), namely EN50126, EN50128, and EN50129. 

It is clear that the correctness of the decision to allow the system into service depends on the extent to which the 
people involved have understood the documents with they have been presented.  One of the hypotheses on 
which the work described in this paper is based is that the complexity of documentation leads to 
misunderstanding on the part of reviewers and consequently reduces the effectiveness of the safety assurance 
process.  However, there is not at present a practicable means of objectively measuring the effectiveness of the 

documentation and review process in any given case.  While no single scientific discipline provides a complete 

solution, by drawing on elements of information theory, cognitive theory and mathematical modelling there is 
potential for a model to be developed which will enable the complexity of safety documentation to be quantified 
and hence an estimate to be made of the workload required for its full and effective assessment. 

2 MENTAL WORK  

It is a truth disputed only by those who have never tried it that mental activity requires effort and that it results in 
the same bodily sensation of tiredness as physical effort.  It is the experience of nearly every one that intense, 
sustained mental effort results in a feeling of profound fatigue, not only in mind but likewise in the entire body. 

Mental work, like physical work, is not accomplished instantaneously but takes time to be performed. This time is 
an important factor in the process of understanding documents. 

2.1 Complexity and Mental Work 

How much do you need to read in order to understand a particular document?  The answer is that the number of 
words to be read may well be significantly greater than the number of words in the document itself.  The reasons 
for this are that the document may refer the reader elsewhere for further information to complete or supplement 
the content of the document itself, the reader may need to consult other documents in order to understand 
specific terms or concepts used in the document, and as a result of the level of reasoning required to understand 
the author’s meaning parts of the document may need to be read repeatedly to enable the reader to reach an 
understanding of all the relationships, connections and interactions between individual subjects and actions 
represented in the text.  Thus the mental work involved in understanding a document depends not only on the 
size of the document but also on other factors.  An objective measure of the combination of factors which affect 
the difficulty of understanding can be based on the complexity of the document, so that for a document of N 
paragraphs of complexity C the amount of mental work required to understand the document would be CN 
person paragraphs.  C is itself the summation of three components representing the principle factors which 

cause complexity. 

C = (intrinsic complexity + imported complexity + knowledge factor)    (1) 

 

Employing complexity as a measure of how difficult it is to understand a document is entirely consistent with 
normal English usage.  In plain English “complexity” is defined as “the state or quality of being intricate or 
complex”. In turn, the dictionary [2] includes among its definitions of “complex”: “1 made up of various 
interconnected parts; composite. 2 (of thoughts, writing, etc.) intricate or involved.”  The first definition given by 
the same dictionary for “intricate” is “difficult to understand” (Intricate adj 1 difficult to understand; obscure; 
complex; puzzling. 2 entangled or involved). 

2.2 Measure of Complexity 

Starting from the dictionary definition of complexity it is proposed that the measure of complexity of 
documentation should be the work (reading or other operations) required to understand the documentation. 
Suppose the basic unit of work to be the work required for a reader to understand a simple paragraph written in a 
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language in which they are fluent. In this context a simple paragraph is one which has none of the complexity 
factors outlined in section 2.3 below. 

There are a number of reasons for choosing the paragraph as the basis of the unit of mental work.  In order to 
facilitate the analysis of documents in terms of mental work the unit needs to be based on a sub-division of a 
document for which there is a clear and unambiguous demarcation by established rules of syntax or conventions 
of orthography.  This effectively limits the choice to words, sentences or paragraphs, which are the only sub-
divisions universally employed in all natural language text.  Other subdivisions are not always present, and when 
they are used there can be wide variations in their size and form. 

Individual words contribute little to understanding outside the context of a larger text structure.  The same is true 
to a lesser extent of sentences, whose immediate context is often provided by the paragraph of which they form 
part. 

There may be considerable variation in the size of paragraphs when measured in terms of words and sentences, 
but providing the writers conform to generally accepted principles of good style a paragraph will normally express 
or enlarge on one central idea.  According to Fowler’s Modern English Usage [7] a paragraph is a unit of thought, 
not length. This makes it particularly appropriate for as the basis of a unit associated with understanding. 

It is also recognised that the readability of paragraphs may vary due to the style and form of expression adopted 
by the writer.  The convoluted prose of official documents has often been a subject for ridicule and complaint, 
and the introduction of the award of the Crystal Mark for clear English has helped to improve standards in this 
respect.  For the purposes of the present work it is accepted that a paragraph is an entity that may vary in size 
and linguistic clarity, but it is assumed that the variations in size and clarity do not invalidate the concept of a 
person paragraph as a unit of mental work. 

Increasing the complexity of the paragraph will increase the work required to understand the paragraph, so that 
for a simple paragraph: 

Mental work = 1 person paragraph      (2) 

For a complex paragraph; 

Mental work = Cp  person paragraphs     (3) 

where Cp is the complexity factor of paragraph p. The complexity factor does not have any units: it is a multiplier 

determined by the total number of paragraphs needing to be read in order to understand the paragraph in 
question. 

For a document composed of N paragraphs, the total work in person paragraphs is given by: 

 𝐶𝑃

𝑁

1
 

(4) 

A reasonable approximation for estimating the overall reading work for a document would be to calculate (using 
the factors explained below) the average complexity of a random sample of paragraphs and multiply by the total 
number of paragraphs. 

2.3 Components of Complexity 

2.3.1 Intrinsic Complexity 

The intrinsic complexity of a paragraph or of a longer passage depends on the number of items of information 
that have to be held in the reader’s memory in order to understand the text.  This is especially relevant to the 
description of a process or procedure, where the reader may need to remember the status and interaction of a 
number of variables, and the sequence of a number of events.  The capacity of the human short-term memory is 
limited so that a paragraph requiring more than a small number of items to be held in short-term memory can 
only be understood by repeated re-readings, greatly increasing the amount of reading needed to achieve 
understanding.  The work involved in understanding increases rapidly with the number of items to be held in 
short-term memory and hence so does the complexity. 
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The capacity of human short term memory is widely quoted as being limited to seven items on the basis of a 
classic paper by Miller [4].  This value was obtained from experiments in which the subjects were required to 
rapidly memorise strings of random single-digit numbers or simple words.  However, Simon [5] points out that “If 
asked to read a string of digits or letters and to simply repeat them back, a subject can generally perform 
correctly on strings of up to seven or even ten items in length.  If almost any other task, however simple, is 
interposed between the subject’s hearing the items and repeating the number retained drops to two.”  This 
indicates that in the context of understanding something such as the description of a process or sequence of 
events the short term memory of the reader should be taken to be two items of information, as it is very likely that 
the task of reading further parts of the text, to say nothing of the reader’s own thoughts, will be interposed 
between first encountering the items and then needing to recover them from short term memory. 

A precedent for a complexity measure based on numbers of items to which mental effort is applied can be found 
in the work of Halstead on software science [8].  According to Halstead a computer program can be thought of as 
a sequence of operators and their associated operands.  In the context of software Halstead describes 
programming effort as a measurement of the mental activity required to reduce a preconceived algorithm to a 
program. It is defined as the total number of elementary mental discriminations required to generate a program 
and is a function of the numbers of operators and operands in the program. 

Halstead’s software science has been criticised on theoretical grounds, notably in that it does not explicitly model 
the programming activity, but it does achieve a degree of empirical success [8].  Although it deals with writing 
code in a programming language rather than reading natural language, and although operators and operands are 
a more clearly defined concept than “things to be held in short term memory”, it does suggest a promising 
approach to measuring the intrinsic complexity of text. 

In fact, there is a word for the “things to be held in short term memory”: it is “chunks”.  The term was introduced 
by Miller to describe how the mind groups smaller pieces of information into collections.  It is believed that the 
assimilation of different items according to their properties occurs due to individuals creating higher order 
cognitive representations of the items on the list that are more easily remembered as a group than as individual 
items themselves.  However, it is not possible to be definite about what constitutes a chunk of information.  
Representations of these groupings are highly subjective, as they depend critically on the individual's perception 
of the features of the items and the individual's background knowledge. 

Chunking appears to be a ubiquitous feature of human memory [9].  A chunk is a unit of memory organization, 
formed by bringing together a set of already formed chunks in memory and welding them together into a larger 
unit.  Chunking implies the ability to build up such structures recursively, thus leading to a hierarchical 
organization of memory.  A concept is a public chunk, a chunk with a name that is recognised by many people, 
like “mammal” or “internal combustion engine”, whereas a chunk may exist only in the mind of its originator who 
may not have a specific name for it. 

Using the ideas of chunking and the limited capacity of short term memory we can model the process of 
understanding a complex paragraph as repeated readings in the course of which there is a successive grouping 
of items into chunks and then chunks into higher level chunks until the whole paragraph is condensed into a 
single chunk. 

This is illustrated in Figure 2, where at each reading items and chunks are grouped into a smaller number of 
chunks. 
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Figure 2: Chunking of Text 

Each reader will have their own way of chunking information, and this will also depend on the nature of the text 
concerned, but the model developed here attempts to approximate this by assuming that in the course of each 
reading the number of chunks is reduced by a constant ratio f.  Thus, for a paragraph containing n items the 
number of chunks after each reading will be given by the series 
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 (5) 

Which terminates when n/fa ≈ 1, so that a is the number of readings needed to understand the paragraph, hence 
a represents the intrinsic complexity term in equation (1). 

This form of complexity is common in descriptions of signalling principles or controls, and reaches its peak in 
software documentation.  It can be greatly reduced, and ease of understanding enhanced, by the use of 
diagrams or other special notations, as indeed is widely done in railway signal engineering.  For an example of 
the benefits of mathematical notation the reader need look no further than section 3.2 of the present paper.  
Tedious though this may look with its half dozen equations, imagine how difficult it would be to understand if the 
mathematical symbols were replaced by their verbal equivalents. 

Despite the advantages of diagrammatic or symbolic representations in aiding the reader to understand their 
documents, authors are often reluctant to invest time and effort in providing such explanatory material.  Equation 
(12) in section 3.2 below is intended to provide a means of estimating how much reader time and hence effort 
can be reduced by a reduction in complexity. 

2.3.2 Imported Complexity 

Complexity is imported into a paragraph when it is necessary to read other material in order to understand the 
paragraph in question.  This happens when the paragraph includes information from elsewhere by reference.  
For example the presence of the sentence “The way in which this was derived is described in section 4.17” 
means that to fully understand the paragraph it is necessary to read section 4.17, which itself may consist of 
multiple paragraphs. 

Material from external documents may also be included by reference, as in “cable tests were carried out as 
specified in Company Standard A114”, which may make it necessary to read part or all of Company Standard 
A114 in order to understand the paragraph in which this sentence appeared. 

The imported complexity depends on the number of explicit or implied references to other paragraphs or 
documents.  Since these have to be read in order to understand the paragraph in question they have effectively 
been imported into the paragraph and the work of reading is added to the work of understanding the paragraph. 
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It should of course be remembered that the material to be read by being imported from the internal or external 
references may itself be complex and the mental work of reading it could be increased by all three of the 
components of complexity. It is by no means unusual for a reference to contain further references. 

 

Referring to reader to other paragraphs or documents 
increases the effective complexity by requiring further 
paragraphs to be read.  

 

Figure 3: Example of Imported Complexity 

A strategy sometimes adopted in order to minimise the size of a document is to refer the reader to other 
documents for much of its content.  In this way it might be possible to produce a very compact safety case 
comprised of only a few pages of lists of references to other documents containing technical descriptions, safety 
analyses and so on.  This will give the safety case in question a very high imported complexity and present the 
reader with a task as onerous as reading a much longer document. 

2.3.3 Knowledge Factor 

The knowledge factor depends on the amount of background knowledge needed in order to understand the 
paragraph.  It is proposed that a measure of this could be provided by counting the number of additional 
paragraphs which the reader would have to read in some form of reference work.  It clearly depends on the 
amount of knowledge which the reader has relative to the domain in question. 

If D is the number of paragraphs which someone who was unfamiliar with that domain would have to read when 
they looked up unknown words or expressions, then Do would represent the number of additional paragraphs to 
be read by a lay person of average education whilst, say, Dee would represent the number of additional 

paragraphs to be read by an electrical engineer. 

Figure 4 shows an example of a document containing technical terms which would be familiar only to a number 
of specialist railway signalling engineers. 

 

The signalling principles use the restrictive state of TCs to allow a permissive state of 
interlocking. This is the case for the Train Operated Route Release (approach locking 
release: TISP and TORR sequence) and detection of the loss of shunt. Since for 
these cases, the restrictive state of TCs can lead to a more permissive situation of 
the interlocking area, it is necessary to be sure of the External TCs state and 
therefore to detect failures both on the power supply of the External TCs, and on the 
External TCs input acquisition chain. 

The reader may have to read extensively elsewhere in 
order to understand unfamiliar terms, greatly increasing 
the effective complexity.  

 

Figure 4: Example of potentially unfamiliar terms 

It can be seen that the complexity of a document is to some extent a measure of relative complexity, since an 
important component the complexity is dependent on the knowledge of the reader.  A document which is very 
complex to one person could be quite simple for another: an accountant might have extreme difficulty in 
understanding a document which could be easily understood by an electrical engineer, while the engineer might 
have difficulty in understanding a financial appraisal.  However, complexity is not the same as impossibility.  The 
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accountant could understand the electrical engineering document if he or she undertook a sufficient course of 
study: the knowledge factor of complexity is a measure of how much work they would have to do to achieve this. 

2.4 Example of Complexity Estimate 

Equation (1) can be written as 

C = a + b + Dθ            (6) 

Where a, b, and Dθ represent intrinsic complexity, imported complexity and knowledge factor for domain θ 

respectively. 

Figure 5 below summarises an example of an estimate of the complexity of a document based on this model. 
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Figure 5: Example of Complexity Analysis  

The document in question was one section of a safety case for a mass transit train control system and consisted 
of 357 paragraphs.  30 of these paragraphs were intrinsically complex, each having about 10 items to be 
combined into chunks (a = 4) so that understanding these 30 paragraphs would require 120 person-paragraphs 

of reading work, i.e. 90 additional paragraphs. 

There were no external references or internal cross-references but there were a number of abbreviations which 
would have been unknown to a first-time reader and which would have necessitated 6 paragraphs of reading in 
the ‘definitions’ section of the document. 

For the purposes of the estimate it was supposed that any readers would have been engineers but there would 
have been additional paragraphs needed depending on their specialism, as indicated in Figure 4. 

3 THE PRODUCTION OF UNDERSTANDING 

3.1 What is meant by Understanding? 

In order to further analyse the relation between safety assurance and understanding we need a clear idea of 
what is meant by understanding in the context of system development and documentation. 

For a person to completely understand a document they must be able to correctly draw every possible inference 
from the information represented by the document.  For a person to understand a document sufficiently for a 
specific purpose they would have to be able to correctly draw every inference relevant to that purpose from the 
information represented by the document. 
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Put less formally, this is saying that a person can be said to understand a document if they can give the correct 
answer to any question asked about the content of the document, including questions asked by the reader him or 
herself.  The comprehension exercises that were a boring feature of the present author’s junior schooldays were 
thus a literal test of understanding. 

It is not being asserted here that to demonstrate understanding the inferences would have to be drawn, or 
questions answered, on the basis of having committed the whole document to memory: a claim of understanding 
is not invalidated by a need to re-read the document wholly or in part in order to answer a particular question 

Being correctly understood is not the same as being correct.  If inferences correctly drawn from the document do 
not correspond to the facts of the world then the document is incorrect. 

A similar concept of understanding can be extended to the understanding of systems.  If a system is fully 
understood then it will be possible to deduce how the system will behave under all possible circumstances. From 
the point of view of safety assurance, a system could be regarded as being sufficiently understood if it were 
possible to correctly determine the probability of the system being in an unsafe state. 

3.2 The Growth of Understanding 

According to the model in Figure 6 the reader of the text develops a propositional representation or mental model 
which enables them to draw inferences from the text.  The number of valid inferences which the reader can draw 
is a measure of understanding.  If the reader is capable of drawing every possible valid inference then they have 
achieved 100% understanding. 

A valid inference is one which is valid with respect to the content and syntax of the text.  A valid inference is not 
necessarily true in the sense of corresponding with facts about the real world: an inference may be valid but not 
true if the text contains false or incomplete information. 
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Figure 6: From Reading to Understanding 

As a reader progresses through a text the number of valid inferences that can be drawn grows, perhaps reaching 
the maximum possible if the reader is sufficiently diligent.  Thinking of this as a growth in the population of 
inferences suggests the use of the logistic function to model the growth of understanding. 

By treating the set of inferences which can be drawn from a text as a population which grows as the reading 
proceeds we can use the logistic equation to model the growth of understanding.  The logistic equation is a 
common model of population growth where the rate of reproduction is proportional to both the existing population 
and the amount of available resources, all else being equal. It takes the form: 

𝑑𝑈

𝑑𝑡
= 𝑟𝑈 1− 𝑈  

(7) 

U is the proportion of all valid inferences which can be drawn after reading for time t, or in other words the 
probability that an inference will be correct at t.  The term r is a coefficient which in population growth models 

represents the birth rate minus the death rate.  Its equivalent in relation to the growth of understanding is defined 
in equation (11) below. 

The solution of this equation gives the following relation between U and t. 

𝑙𝑛  
𝑈

1 − 𝑈
 = 𝑟𝑡 + 𝑑 

(8) 
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The expression U/(1-U) represents the odds for making a correct inference when the probability is U. The 
logarithm of this expression is known as logit (U), so that equation (8) can be rewritten as: 

𝑙𝑜𝑔𝑖𝑡 𝑈 = 𝑟𝑡 + 𝑑 

(9) 

When t = 0, it follows from equation (9) that d = logit (U0), where U0 is the probability that an inference drawn by 

the reader before starting to read will be correct and thus represents the reader’s initial level of understanding.  It 
may seem paradoxical to speak of the reader having a level of understanding of a document before even having 
started to read but there are a number of ways in which this can come about.  For safety systems the sources of 
initial understanding are likely to include knowledge of: 

 The design and functioning of the system in question. 

 The process by which the system has been developed. 

 The organisation and management of the development process 

 The genre of the document in question [3], e.g. documents such as safety plan, risk analysis or safety 
case. 

By substituting for d and rearranging, equation (9) can then be written as 

𝑟𝑡 = 𝑙𝑜𝑔𝑖𝑡 𝑈 − 𝑙𝑜𝑔𝑖𝑡(𝑈0) 

(10) 

In order to take account of the size and complexity of the document being read, the coefficient r takes the 
following form: 

𝑟 =
𝑅

𝑁𝐶
 

(11) 

Where 

R is the rate in paragraphs per hour at which an average person can read plain text. 
N is the size of the document in paragraphs 
C is the complexity factor 

So that  

𝑅

𝑁𝐶
𝑡 = 𝑙𝑜𝑔𝑖𝑡 𝑈 − 𝑙𝑜𝑔𝑖𝑡(𝑈0) 

(12) 

This can be expressed in words as 

Production coefficient x time = logit gain in understanding 

When values of U derived from equation (10) or (12) are plotted against time an S-shaped or sigmoid curve is 
produced, as shown in Figure 7. The curve is asymptotic to the line for U = 1, so that in theory 100% 
understanding is never achieved.  However, this is not a fatal weakness of the model as it is suspected that in 
reality 100% understanding is seldom, if ever, achieved.  In a practical application calculations should be based 
on the time to reach a high but less than total level of understanding. 
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Figure 7: Logistic Curve 

It can be seen from equation (9) that as the size and complexity of the document increases the reading time 
required in order to reach a required level of understanding will also increase.  In Figure 6 it can be seen that the 
curve for r = 0.6 rises more slowly than that for r = 0.9. 

3.3 Potential Applications 

Equation (12) has a number of potential applications in support of safety assurance. 

 The time needed to review a document to a required level of understanding can be estimated. 

 The likely effectiveness of a verification or review activity can be assessed by comparing the actual time 
spent with the calculated time needed to reach the desired level of understanding. 

 The benefits in terms of reduced reading time from reducing the complexity of a document can be 
evaluated. 

 The contribution of reader/reviewer knowledge and experience can be evaluated.  For example, the 
additional time needed by a new member (lower U0 ) of an assessment team can be evaluated. 

4 TESTING THE HYPOTHESES 

It would call for a great deal of funding and influence to be in a position to carry out direct testing of the 
hypotheses advanced in this paper by arranging for people to read complex documents to varying extents and 
then submit themselves to a test paper to determine the extent of their understanding, so it is necessary to seek 
indirect methods of evaluating the hypotheses.  One such approach is to analyse comments made by reviewers 
of safety assurance documentation.  Such reviews are intended to identify weaknesses or omissions in the 
documents, but on a significant number of occasions the reviewers’ comments stem from a misunderstanding of 
the documents under review. 

Table 1 below shows how for a number of document reviews the proportion of review comments which stemmed 
from a misunderstanding on the part of the reviewer increases with the complexity of the document.  The 
complexity of the documents was estimated in the way shown in the example in section 2.4 above.  Document 1 
was a failure management plan, Documents 2 and 4 were safety cases for train control systems, and Document 
3 was a safety analysis. 

 

 



Complexity, Understanding and Safety Assurance  Page 11 of 11 

Doc N 

(Paragraphs) 

C 

(Equation 6) 

Total Comments Comments from 
misunderstanding 

U 

1 1,800 1 62 10 0.84 

2 4,037 1.3 145 39 0.73 

3 3,600 1.9 40 14 0.65 

4 6,400 2.5 145 65 0.55 

Table 1: Variation of Understanding with Complexity 

Note: U = (Total comments - Comments from misunderstanding) / (Total comments) 

5 CONCLUSION 

It is suggested that the ideas explored in this paper for identifying the nature of complexity in documents, or more 
precisely in the task of reading and understanding them, and for expressing the relationship between complexity 
and understanding, will provide means for objectively evaluating: 

 The resource and time needed to achieve adequate assurance of safety. 

 The degree of assurance that is provided by a given set of documentation and process. 

The way in which complexity and the production of understanding is analysed here can provide qualitative 
assistance to practitioners in improving the effectiveness and efficiency of their documentation.  Identifying the 
factors which contribute to complexity can be expected to assist document writers to reduce the complexity of the 
task of their readers.  Additional explanatory material may reduce the demand on short-term memory for 
understanding some passages, for example by giving the reader a more effective mental model.  It is believed 
that the analysis of complexity will provide a means of evaluating the assistance to understanding which is 
provided by special notations for safety documents, such as GSN (Goal Structuring Notation) [6]. 

Finally, it must never be forgotten that a full understanding of the documentation of a system may not necessarily 
give a full understanding of the system itself, as the documentation may be incomplete or inaccurate. 
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